Publishing OWA/Outlook Anywhere with Self
Signed Certificate
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My boss recently acquired a small company. Now he wants to permit the users, remote access via OWA/Outlook
Anywhere. The user base is around 50, so he doesn’t want to spend on SAN certificate. They doesn’t have a PKI
either, so only possible option left is to use a Self Signed Certificate for both OWA/Outlook Anywhere.

So, before deploying it to Production, I gave it a try on my Lab and it passed with flying colors.
When you install Exchange 2010, a self-signed certificate is automatically configured. A self-signed certificate is

signed by the application that created it. The subject and the name of the certificate match. The issuer and the
subject are defined on the certificate.

B8 Machine: TESTEXCH.contoso.com [_ (O] %}

[PS]1 C:\>Get—ExchangeCertificate ifl

fAccessRules : {Systen.Security.ficcessControl.CryptoKevAccessRule, Systen.Security.fAccessControl.CryptoKeyAccessR
ule, System.Security.AccessControl.CryptoKeyAccessRule?

ficateDomains : {TESTEXCH, TESTEXCH.contoso.com>?

rivateKey : True
: True
: CN=TESTEXCH
: 27972018 12:33:22 AM
t 2/9/2013 12:33:22 AM
: 20948

: None
SerialNunmber : 6DF3DAFD676E73AD4C6CE446F1COEB6?
Services : IMAP, POP, IIS, SMTP

Status : Ualid

Subject : CN=TESTEXCH

Thunbprint : 38BA31BB822FD9818FED1AF8868C6CFAD24357B6

[PS]1 C:\>_

If you launch OWA at this point, you will be prompted with the Certificate error as the certificate was not a trusted
root certificate.
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I also tried to configure Outlook Anywhere and as expected, it also throws Security error.
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Once you accept this warning, you will be prompted with credential, but as the certificate is not a trusted one, a
secure channel won’t be initiated and it will throw a proxy error.



Microsoft Outlook
Connecting to omprakash.nath@contoso.com

There s a problem with the proxy server's security certFicate.
The security certificate is not from a trusted certifying authority.

Outhaok Is unable to connect to the proxy server
mail.contoso.com. (Error Code 18).
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So, you won’t be able to configure Outlook Anywhere with the default Self Signed Certificate.
The solution is to generate a new Self Signed Certificate with the following names on it.

« mail.contoso.com
e autodiscover.contoso.com

We need this do this via Power Shell,

New-ExchangeCertificate -FriendlyName “SelfSigned Certificate” -KeySize 2048 -SubjectName “c=IN,
s=, I=, 0=CONTOSO, ou=IT, cn=CONTOSO.COM” -DomainName MAIL.CONTOSO.COM,
AUTODISCOVER.CONTOSO.COM -PrivateKeyExportable $True

B3 Machine: TESTEXCH.contoso.com
icate —FriendlyNam ate" e 2848 —SubjectName “c=IN,

M"” —DomainName HRIL LON]OSO LOH RU[ODISCOUEH INTOSO0.COM —PrivateKeyExportahle $Tr
Querurite the existing default SMIP certificate?
Current certificate: ’38BA31BB822FD9818FEDIAF8868C6CFOD24357B6° (expires 2/9,2018 12:33:22 AM)
Replace it with certificate: ’7?7D363FBCA2742085671C2262E390838931AC1L1EFD’ (expires 2,/9,2018 12:58:35 AM)>
[¥] Yes [A] Yes to ALl [N]1 Ne [L] No te All (7] Help (default is "y
Thumbprint Services  Subject

?D363FBCA2742885671C2262E39038931ACI1EFD . CN=CONTO0SO0.COM, OU=IT. 0=CONT0SO, L="", §="", C=IN
[PS]1 C:\>Get-ExchangeCertificate 7D363FBCA2742885671C2262E39038931ACI1EFD if1

AccessRules H (Syutem Secu}lty AccessControl.CryptoKeyAccessRule, Sy“tem Security.AccessControl.CryptoKeyAccessR
tem.Security.AccessControl.CryptoKeyAccessRule?

Us
ficateDonmains : (CONIO"O COM, MAIL.CONI0SO0.COM. RUTODISCOULR CONTO080.COM>
ateKe H

» 0=CONTOSO, L="",
M

: 2048

: None
: 12E36878@F8E399C4F2F33F8580916AA
: SMTP

: Ualid
Subj : CN=CONT0S0.COM, OU=1T, 0=CONIOSO,
Thumbprint : ?D363FBCA2742085671C2262E39838931A

[PS] G:\>

Once the certificate is generated, we have to enable the certificate for 1IS, (SMTP) services.

At this point, we need to delete the original self signed certificate which was generated during the installation.



Conf irn

OQuerwrite the existing default SMTP certificate?

Current certificate: ’38BA31BB822FD9818FED1AF8868C6CFAD24357B6’
Replace it with certificate:

[¥]l Yes [A] Yes to ALl [N]1 No [L] No to All

Thumbprint [ Sub

?D363FBCA2742885671C2262E39038931AC11EFD

’ ?2D363FBCA2742085671C2262E39838931AC11E D’
[?]1 Help {default is

CN CON;OSO. oM.

{expires 2/9/2018 12:33:22 AM>
(expires 2/%9,2818 12:58:35 AM>
>ty

IT. 0=CONT0SO, L="", §

[P8]1 C:\>Get-ExchangeCertificate 7D363FBCA2742885671C2262E39038931ACI1EFD If1

: {System.Security.AccessCo

AccessRules
ule, System.Security

ontrol.CryptoKe
CertificateDonair
HasPrivateKe
IsSelfSigned

True

True

Cl INTOSO

2/9/2818 1

2/9/2013 12:58 j':. RH
: 2848

: None
: 12E36878BF8E399C4F2F33F858A916AA
: SMIP

OM OU IT 0=CONTO0SO,

.COM, OU=IT,

: [
Thumbprint : 71)363FBCR274288J67102262]:3‘7838?31ﬂCLlEFD

[PS] C:\>

rol.CryptoKe yﬂcce;-‘Rule. Sy‘:tem.Security.ﬂccess(}nntrol.CryptoKechce:NR

A ufl sRu
{CONT0S0.COM, MAIL. CONIOSO.LOH QUIODIS(.OULR CONIOQO (.on)

Now, if we launch OWA, we can see the new certificate with all the necessary names on this required for proper

functioning of OWA/Outlook Anywhere.
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CONTOS0.COM, IT, CONTOS... |
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@
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mputer
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| - lvalid to Friday, February 09, 2018 12:...
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[ lpublic key RSA (2048 Bits)
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Le
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ook Web App
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The Self-signed certificates must be manually copied to the trusted root certificate store on the client computer or
mobile device. When a client connects to a server over SSL and the server presents a self-signed certificate, the
client will be prompted to verify that the certificate was issued by a trusted authority. The client must explicitly
trust the issuing authority. If the client confirms the trust, then, SSL communications can continue.

Now, we have to install this certificate in the local trusted certificate store on every machine which will be using
OWA/Outlook Anywhere.
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At this point if we launch OWA, no longer we will get the certificate error and our OWA site will now be a
trusted.
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Now, if we start configuring Outlook Anywhere, it will be completed without any security/proxy error.

Microsoft Outlook
Connecting to omprakash.nath@contoso.com

OK I Cancel

Online search for your server settings...

Configuring

Conflguring e-mall server settings. This might take several minutes:
+  Establish network connection
«  Search For omprakash.nath@contoso.com server settings
Log on ko server




Add New Account

Congratulations!

Configuring

Conflguring e-mall server settings. This might take several minutes:
Establish network connection
Search For omprakash.nath@contoso.com server settings
v Loqg on to server

Your e-mail account is successfully configured.

™ Manually configure server settings Add another account...

I Finish I Cancel I

In my test, Outlook Anywhere was fully functional without any issues and was able to contact with CAS without
any issues.
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The OOF/OAB/Free Busy was fully functional along with Autodiscover Service.



Search Inbox (Ctrl+E) P Test

Arrange By: Date Newest on top SuperCoach
| SuperCoach E-mail Address | omprakash.nath@coritaso, com
U Password |essesese
™ Legacy DN |
V¥ Use AutoDiscover |~ Use Guessmart | Secure Guessmart Authentication Test Gancel
Results lLog l L |
Al
Protocol: Exchange HTTP

Server: mail.contoso.com

Login Name: omprakash.nath

S5L: Yes

Mutual Authentication: Yes

Availability Service URL: https:f/mail.contoso.comfewsfexchange. asmx

OOF URL: https:/mai.contoso.comfews/exchange, asmx

OAB URL: https://mail.contoso.com/OABS 799cdff6-e466-4c03-af a7-9af abOb036bc)
Unified Message Service URL: https: fimail. contoso, comfews/UM2007Legacy.asmx
Auth Package: Basic

Certificate Principal Name: msstd:mail.contoso.com

Exchange Control Panel URL: https: /fmail contoso.comfecp/

ECP Sub URL: ?p=customize/voicemal, aspx&exsvurl=1

ECP Sub URL: ?p=personalsettings/EmaitSubscriptions, slab&exsyurl=1

ECP Sub URL: ?p=smsftextmessaging.slabfexsvurl=1

ECP Sub URL: PersonalSettings/DeliveryReport, aspx?exsyurl=18&IsOWA=<IsOWA >3MsqlD=<MsqlD >&Mbx=<Mbx >
ECP Sub URL: ?p=orqanize retentionpolicytags. slab&exsvurl=1

Frequently, small organizations decide not to use a third-party certificate or not to install their own PKI to issue
their own certificates. They might make this decision because those solutions are too expensive, because their
administrators lack the experience and knowledge to create their own certificate hierarchy, or for both reasons.
The cost is minimal and the setup is simple when you use self-signed certificates. However, it’s much more
difficult to establish an infrastructure for certificate life-cycle management, renewal, trust management, and
revocation when you use self-signed certificates.



